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1. AHHOTAIIMA

JIOKYMEHT COJEPKUT CBEICHHUS O TOPSAKE HACTPOWKU U TPOBEPKH (HYHKIIMOHHPOBAHHS
nporpammuoro obecrieuenusi ACYBb «CeTKay (nmanee — Cucrema).

HOKYMGHT COACPKHUT MOIIAroBYyr0 HHCTPYKIHIO 110 IMOAKIIOYCHUIO U UCITOJIb30BAHHUIO B LEIIAX
TCCTUPOBAHHA SK3CMILIIApA Cucremsl B (bopMaTe SaaS u Inpe€aHa3HauCH AJId MCIIOJIb30BaHUMA
OKCIIEPTOM Ha TECTOBOM CTCHJC.

B nporecce 0CHOBHOTO KM3HEHHOTO LIUKJIA yCcTaHOBKa CHCTEMbl KOHEYHBIM I10JIb30BATEIEM
HE MPOM3BOAMUTCA, MOCKOIbKY Cucrema peanu3oBaHa B ¢opMare SaaS BeO-IIPHIOKEHHUS.
YcranoBka CucreMbl Ha cepBepHOE OOOpPYIOBaHHE BBINOJHSIETCA COTPYAHHKAMU
opranuzanuu-pazpadboTurka.



2. O0me cBeneHust
2.1.HaumeHOBaHHUe NPOTrPaMMBbI
[TonHoe HaumenoBanue nporpammbl: [Iporpammuoe obecrieuenne ACYBD «CeTKay.

Cokpamiennoe HammeHoBanue mnporpammbel: ACYBb «CeTKa». B pamkax HacTosiiero
JOKYMEHTa yIoTpeOsieTcs Takxke TepMuH «CrucreMay.

[Iporpammuoe o6ecneuenne ACYBD «CeTKa»— 3T0 poccuiickoe mporpaMMHOe o0ecriedeHue,
opranuzanusa-pa3padorunk: OOmEcTBO ¢ orpaHnueHHON 0TBETCTBEeHHOCThIO «CT-L{ndposbie
pemenus» (OO0 «CT-1IP»).

Caiit opranm3anuu-pa3padboruuka: https://www.st-cifra.ru/ru

Opranuzanusa-npaBoodnaaarens: OOIIECTBO ¢ OTrpaHMYEHHON OTBeTCTBEHHOCThIO «CT-
Hudpossie pemenus» (OO0 «CT-LP»).

2.2.Ha3Ha4yeHne nmporpamMmabl

[I0 ACYBb  «CeTKa»  mpencraBiasier  coboii  MporpaMMHOE  oOecreueHue,
crienuaNnu3upymomeecs Ha padoTe ¢ pa3HOPOIHBIMU JTAHHBIMH U3 Pa3IMYHBIX WCTOYHHKOB,
IpelHa3HauYeHHbIMU i yrpaBieHus bamennsiM busnecom. Ilporpamma obecneuuBaer
WHTYUTHBHO TOHSATHBIA MHTEpQEc A BBOJA, 3arpy3KH, pacueTa, aHajdu3a U MOHUTOPHHTA
JaHHBIX, 00€CIeunBasi BRICOKYIO MPON3BOAUTEIBHOCTD M HAZCKHOCTb.

2.3.001acTh NIPUMEHEHUS

Oo6nacte npumeHenus CucteMsl: nH(GOPMAIIMOHHOE 00ECTICUeHHE MOJTb30BaTENICH, CBA3aHHOE
C MPOIECCaMU 3aKa3a, MOMCKA, CTPOUTENBbCTBA, CAaUu- MPUEMKH, TUIATSIKEH, 00CITy )KUBaHUS U
MOJIEPHU3AIMN  O0BEKTAa  TEIEKOM-MH(PACTPYKTYyphl, a TaKXKe  COIYTCTBYIOIIETO
JOKYMEHTO000pOoTa.

Cucrema peanusyeTcsi U IpUMEHSETCS B BUIE SaaS BeO-TIPUIIOKEHUSI.

2.4.0c00eHHOCTH pacnpoOCTPaHEHUsI H IPUMEHCHHSA

Cucrtema peanu3oBaHa B BuJe SaaS BeO-IPUIIOKEHUS U 0OecreunBaeT B3aMMOJEHCTBHE C
nojib30BaTeseM (OmepaTopoM) IO TEXHOJOTHM «TOHKMHA KJIMEHT» C MpUMEHEHHEM
pacripocTpaHeHHbIX BeO-Opay3epos (Chrome, Safari, Mozilla, Edge, SInnexc.bpaysep u np.).

CepBepHas 4acTb DPa3BOpauMBacTCd Ha CTOPOHE  OpraHU3alUM-pa3padOTYMKa U
(GYHKIMOHUPYET MOJ1 yIpaBieHHeM onepalnoHHon cucremsl Ubuntu.



3. TpeOGoBaHUA K TEXHUYECKUM CPeACTBAM

s npoepku (yHKIMOHUpOBaHUS CHCTEMBI Ha CTEHAEC HEOOXOIUMO UCIOIb30BaTh
[Tepconanbubiii 9BM ¢ xapakTepuCTUKaMu HE XYXKe:

— mpomeccop: Intel unmu AMD;
— ob0wem O3Y: 8 I'b;
— cereBoii uarepdetic: Ethernet, 100 M6/c.

Texnonornueckast [I9BM nomkHa ObITh OAKITIOUEHA K ceTH MHTEpHET.



4. TpeOoBanusa Kk 001IEMy NPOrPaAMMHOMY 00ecTIe4eHHU 0
Jnst obecrieuenus npoBepku (pyHKIMoHupoBanus CucteMsl Ha cepBepax Pa3paboTunka
YCTAHOBJICHO CJICAYIOIICEC 06mee IporpaMMHOC o0OecrieueHue:

1.1 Cepsep npunoxenuii 1C:

e OS Windows Server Standart 2016- onepaumMoHHasa cuctema Ha 6ase Windows.
e 1CNpegnpusatue 8 (x86-x64) (8.3.24.1691)
e Microsoft Office Standart 2016

1.2 Cepsep bassl ganssix st 1C:

e OS Ubuntu 20.04.4 LTS- onepaunoHHana cuctema Ha 6ase Linux.
e PostgreSQL 16.3 — CYBA.

2. Be6-ceprep [10 ACYBbB «CeTKay:

e 0OS Ubuntu 22.04 - onepaumoHHada cuctema Ha b6ase Linux.

® nginx - Beb-cepBep U 06PATHbIN NPOKCHU.

e Mongodb 4.4.14 - cuctema ynpasneHus 6asamun gaHHbIX.

e cucTema KoHTelHepusaumm Docker (https://www.docker.com)
e Beb-6pay3sep Google Chrome aKkTyanbHoOM Bepcuu.



5. YpoBeHb NOATOTOBKH MOJIb30BaTEIEH
5.1. TpeGoBanus K KBATH(UKAILMH IIEPCOHAJIA IIPH NIPOBEPKe HA CTEH/e

Z[J'Ifl BBIIIOJIHCHHA YCTAHOBKM M IIPOBCPKHU (bYHKI_II/IOHI/IPOBaHI/IH Cucremnsl Ha CTCHAC
I10JIB30BAaTECJIb JOJI?KEH 06J'Ia,I[aTb CICAYIOIUMHU 3HAHUAMU 1 HaBbIKAMU:

® HaBBIKM YBEPEHHOI'O I10Jb30BaTEls IIEPCOHAIBHOIO KOMIIBIOTEpA IO YIIPABICHUEM
OC Linux Ubuntu (Bepcun 20 win Beiie) 1 OC Windows;

® HaBBIKU MCIOJIL30BaHUs BeO-Opay3epa tuma Google Chrome;

e 3HaHHE OOIIUX MPUHIMIOB (YHKINOHUPOBAHUS BEO-TIPUIIOKEHUI;

e 3HaHWE OOIMMX MPUHIUMIOB GyHKIMOHUpoBaHuUs 1C Mpeanpuatue 8§;

e O0MmMUX MPUHIUIOB (PYHKIMOHUPOBAHUS KOMITBIOTCPHBIX CETECH;

® HaBBIKU UCIOJB30BaHUs IporpaMMHOro cpeactsa Docker.

5.2. TpedoBanus K KBATH(UKALUH NIEPCOHAJIA NIPH IITATHOH YCTAHOBKE

VYcranoBka CucremMbl B IpollecC€ OCHOBHOTO KM3HEHHOTO IIMKJIA  BBIIOJHSAETCS
COTPYJIHUKAMU OpraHu3aluu-paspadorunka. KoHEUHBIMU I0JIb30BATENSIMU YCTAHOBKA HE
BBIIIOJIHATCS.

9KCHJ’IyaTaI_II/I$I BBIIIOJIHACTCA KOHCUYHBIMHU I10JIb30BATCIIAMU, KOTOPBLIC MOOJI’KHBI O6J'IaI[aTb
CJICAYIOIIMMHU 3HAHUAMHA U HABBIKAMMU:

® HaBBIKH Pa0OTHI HA MIEPCOHAIILHOM KOMIIBIOTEPE;
® HaBBIKK PabOTHI C BEO-TIPUIIOKEHUSIMH C UCTIOJIB30BaHHEM BeO-Opay3epa.



6. Iloakirouenue

[ToaxmounThCs K MPOBEPOUYHOMY IK3eMIULIpy CHCTEMBI MOXKHO, HCIONb3YS CICAYIOIINE
TOYKH JIOCTYTIA:

— st RDP-noctyna k npuiioxenuto 1C JlokyMeHTO000pOT;

— mia SSH-noctyna k cepepy: Eaunoe okHo;

Jlis MOAKIIIOYeHHsI K IMPOBEPOUYHBIM JK3EMIUISIpaM KOMMOHEHTOB CHCTeMbl HEOOXOIUMO
MOCJIEZI0BATEIHHO BBITIOJHUTH IIATH, OMIMCAHHbIE HUXKE.

6.1. IloakJ/oueHne K cepBepy

Iar 1. CxavaiiTe makeT yCTaHOBKH, BKJIFOUAIOIIUNA TUCTPUOYTHUB HYKHOH BEPCHH, a TAKKE
NpeAHACTPOEHHbIH Mpoduiib noakIYeHus K BHyTpenHeil cetu CT-LP u3 nankwu,
yKa3aHHOU B fokyMeHTe «2.1 Axapeca, Jlorunsl u naposnu Kk PykoBoACTBy 1o
MOIKITFOUEHUIOY.

Buumanmue!: IucTpudyrus, ckayanublii ¢ opuuuanbHoro caiita Open VPN, He
NOA0IAET, T.K. OH He coepKUT npoduis noakawdedus k cetu CT-L[P.

lar 2. Ycranosute nporpammy: OpenVPN-2.5.3-1601-amd64.msi (Y cranoBka mpsimasi,
HUYEro JOMOJHUTEILHO BeIOMpaTh He Halo Janee-/lanee-I'otoBo. [Ipu ycranoBke MoxeT
noTpeboBaTh Pa3peIInuTh MpaBa aJMHUHACTPATOPA HA YCTAHOBKY MOJYJIS — HYKHO
MOATBEPAUTD. [Ipy BOSHUKHOBEHUH TIPOOJIEM, IIPOMIUTE MO CCHIIKE U BHIMTOJIHUTE
PEKOMEHTyEMBIE JEHUCTBUS.

Cchuika: https://infostart.ru/1c/articles/1166495/

Iar 4. Jlo6aBbTe npoduiab MOJIKIIOYEHUS, YKa3aHHBIH B OTAEIBHOM B JOKyMeHTe «2.1
Anpeca, Jlornnsl 1 napoiau Kk PyKoBOACTBY IO MOAKITIOUEHUION.
Bamm noruH, mapons ¥ maposib K cepTHU(UKATy yka3zaHbl B OTJEJIBHOM B JOKyMeHTe «2.1
Anpeca, Jlornnsl 1 napoau Kk PyKoBOACTBY IO MOAKITIOUEHUION.

lar 4. YcTaHOoBUTE COeIUHEHHE.

Ilar S. I[TogkmrouuTteck no npotokory RDP k rTepMuHaibHOMY cepBepy 1 TECTHPOBAHUA
padorocnocodnoctu IO ACYBbB «CeTKay.

IP-agpec, Bam norua RDP u Bam maposns RDP yka3aHbl B OTZIEIBHOM B TOKyMEHTE «2.1
Anpeca, JlJornssl 1 napoiau Kk PyKoBOJICTBY IO MOJAKITFOUEHHIOY.

Ilar 6. Ha paGoueM crosie HaxoauTCs SApibIK Ha mporpammy mRemoteNG, B koTopoii
3aBeeHo nojakitoueHue mo SSH k cepeepy BeO-unTepdeiica [I0 ACYBb «CeTKay.

Jlorun n MMapoJib COXpaHCH B IIporpamMme, MOAKIIOYCHUE OCYIICCTBIIACTCA aBTOMATUYECKHU 110
JBOMHOMY KJIMKY IO HAMMEHOBaHHIO cepBepa «EnnHoe okHOY.

Onuuonanabubiii lar 7 B cnyyae HeoOxoauMocTu poBepkr kacromuzaruii 1C:

Ha pabouem crone pacnomoxen sipibik «1C Tlpenmpusatusi», ¢ MOAKITIOUYEHHON 0a3oi
«JlokyMeHTO000pOT»

Bamu Jlorun u Ilapons B 1C JIokyMeHTOOOOPOT yKa3aHbl B OTAETHHOM B JOKyMeHTe «2.1
Anpeca, Jlorunsl 1 napoiu Kk PyKoBoJICTBY IO MOJKIIIOUEHUIO».


https://infostart.ru/1c/articles/1166495/

6.2. IloakJ/aovenne K caity

War 1. OTKkpoitTe Beb-6pay3ep M yKaxuTe B agpecHol ctpoke URL-agpec n3 oTACIBHOTO B
nokyMmeHTa «2.1 Anpeca, JlornHsl 1 mapoiu K PykoBOJICTBY MO MOJKIHOYEHUIOY.

MpW BbINONHEHUM 3TOrO0 AENCTBUA NPOMUCXOAMUT 3aMyCK CTPAHWULLbI IOTMHA B COOTBETCTBUU C
puUcyHKom 1.

ST EamnHoe okHoO

Bxop

Email *

Maponke

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIHﬂIHEHHlIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Puc. 1. CTpaHuua noruHa

War 2. BeegnTte MMA 1 Napob, KOTOPble yKa3aHbl B OTJEIBHOM B TIOKyMeHTe «2.1 Anpeca,
Jlornnsl 1 naponu Kk PyKOBOACTBY MO NMOJKITIOUEHUIO», U HAaXMUTE KHOMKY «Bxoa».

Mocne BbINOMHEHUA BxoAa B CUCTEMy OTKpPOEeTCA [NaBHas CTPaHMLA B pexume
afAMUHUCTpaTOpA.

B pasgene «Monb30BaTeNM» MOMHO KHOMKOW = NepeKlounTbea B PEXUM OBbIYHOMO
nonb3oBaTens ANA TeCTMPOBaHMA GYHKLUMOHANA OTAENbHbBIX PO/en CUCTEMBI.



Ann TecTHpoBatma Nonb3opatent
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Y Yunzhakov Sergei (CMC 000 ABF) iglas.sys@gmail.com 479263301149 ADEd
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Puc. 2. CTpaHuua nonb3osaTenu

Cuctema rotosa K pyHKLUMOHUPOBAHUIO B COOTBETCTBMM C «MHCTPYKLMEN NONb30BATENAY,
KOTOpas NPUIONKEHA OTAE/IbHbIM OKYMEHTOM B paMKax MakeTa nepeaBaemol
[OKYMEHTaLMM.

6.3. Haqimyue TeXHMYECKHUX CPEACTB, HEOOXOAUMBIX /IS AKTHBALIMH, BBIMYCKA,
pacnpocTpaHeHusl, yNPaBJIeHUs] JUIEH3HOHHBIMHU KJII0YaMH MPOrpaMMHOI0
ol0ecreyeHus

CocTaB ¥ KOJIHYESCTBO JIHIICH3UHN OnpeacIACTCA TUUCH3MOHHBIM COTJIAICHUCM. Texunmyecknx
CpCACTB XpaHCHHUA JIMICH3NOHHBIX KJII04ei BHYTpHU 11O He npeaAyCMOTPCHO.
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